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| The Futre of Authentical

This document describes how to integrate Perle IOLAN SDS Device Servers
with SecurEnvoy two-factor Authentication solution called ‘SecurAccess’

secure'l.mff%

The Perle IOLAN SDS is an advanced device server for secure serial to
Ethernet connectivity. Delivering high performance in a compact size, the
IOLAN SDS offers robust security, flexibility and next generation IPV6
technology making it ideal for applications that require remote device/console
management, data capture or monitoring

SecurAccess provides two-factor, strong authentication for remote Access
solutions (such as VPN, Web or serial connections), without the complication
of deploying hardware tokens or smartcards.

Two-Factor authentication is provided by the use of your PIN and your mobile
Phone to receive a one time passcode.

SecurAccess is designed as an easy to deploy and use technology. It
integrates directly into Microsoft’s Active Directory and negates the need for
additional User Security databases. SecurAccess consists of two core
elements: a Radius Server and Authentication server. The Authentication
server is directly integrated with LDAP or Active Directory in real time.

Perle IOLAN SDS can be configured in such a way that it can proxy the
Authentication request of the users to an external directory (such as Radius).
Hereby the Perle IOLAN SDS device can protect designated telnet/SSH or
serial connections with a two factor authentication. All authentication
requests are forwarded to the SecurEnvoy Authentication server. SecurEnvoy
utilizes a web GUI for configuration, whereas the Perle IOLAN configuration is
shown with a Device Manager GUI, the unit can also be configure through the
command line. All notes within this integration guide refer to the Device
Manager type of approach.

The equipment used for the integration process is listed below

Perle

IOLAN SDS 2

2-port secure device server, software selectable, EIA-232/422/485 interface,
10/100 Network SSH, SSL, port buffers

Version 1.3 (build 10)
http://www.perle.com/products/product.asp?pid=04030104&cat=C003

Microsoft

Windows 2000 server SP4

IS installed with SSL certificate (required for management and remote
administration)

Active Directory installed

SecurEnvoy
SecurAccess software release v2.7 0100
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The Perle configuration is shown below, all screen shots show configuration
via Perle’s Device Manager Software, additional text has been added to help
explain the configuration

" DeviceManager - Session 2 {Server 194.32.84.249 - SD52)

File Tools Wiew Window Help

NEEIEEEELE

" Session 2 (Server 194.32.84.249 - 5D52)

- L) Server Info
: » Configuration B —
{23 Server Configuration
Line Configuration _
g User Configuration :‘Iad,el. } i lSDS2
{Zz Metwork Configuration EISion. 1.3 [Build 10)
{23 Time Configuration Releaze Type: General
{3y Adriristration MALC sddress 00-50-D4-06-04-77
Skatistics Server Mame: localhost
il, Ethernet Interface | ptirne: 0027
P IPwd Address: 194.32.84.249
5 ECD";P IPvE Addresses) [FeB0: 280 34t e06:477
gl

Open Device Manager Software. Device Manager will pick the unit off the local
subnet by its MAC address. Double click on the unit and log into it with the
password “superuser”. You will now be presented with the screen above.

“ Session 1 (Server 194.32.84.8 - 5D52)

L) Server Info 2

Lot ) . — — Server
B4 Configuration
=15 Server Configuration Server Name: Im
----- Server )
..... Port BuFfering Domain Marme: I
----- Trueport Baud
_____ authentication Intemet Address: | 134.32 84 B
----- Hardware _—
_____ S5H Server Subnet/Prefix Bits: I 24
----- =
----- Email Alert
[+-{ZZ Line Configuration
[#|-{Z7 User Configuration = — Services
[+-{Z7y Metwork Configuration
v v
%10y Time Configuration ¥ TelnetD v Syslog [~ DHCR/BOOTP
[+ {Zy Adrministration v SPCD v SHMPD ¥ HTTFD
=gyl Skatiskics )
----- il Ethernet Interface I DeviceManagerD ¥ RoutsD I HTTPSD
----- i, v SNTR ¥ S5HD
LD

Select “Configuration” then “Server Configuration” then “Server”. In this
screen we set the IP address and disable DHCP by unchecking the box. Click

“apply,’.
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* Session 1 (Server 194.32.84.8 - 5D52)

i) server Info ~
T _ X = Hosts
—|-+,52 Configuration

=15 Server Configuration Host Mame Host Internet Address

Q Server || |

[E Port Buffering

g AddHost

Q Trueport Baud Demal
[E Authentication
[E Hardware

[E 55H Server
[ER==y

[5] Email Alert

134.32.84.250

As we are adding a RADIUS, this has to go into a host table. Select “Network
Configuration” then select “"Hosts”. Add the host name and the IP address,

click “Add Host".

=~ Session 1 (Server 194.32.84.8 - 5D52)

i i
i Serw.ar IHFCll & Authentication
=+, Configuration

=I5y Jerver Configur ation
D Server
[Z Part BuFfering
[E Trueport Baud
[BR 5 uthertication
[Z Hardware
[Z] 55H server
[Z =s0iTLs
[E Email Alert

Primary Authentication
M ethad:

Secondany Authentication
M ethad:

+ Line Configuration

+ ser Configuration

+ etwork Configuration

¥ ime Configuration Kerberos
. ) LDAR

] drinistration TACACS +

=1yl Statistics
il Ethernet Interface
il ¥
i, CMP

[ RADIUS Selings... |

Set the Authentication. Under the “Server Configuration” menu, select
“Authentication”, then highlight “RADIUS” as the Primary Authentication
method and select "RADIUS Settings...” If there is a secondary RADIUS then

repeat these steps for that option as well.
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RaDIUS Settings

Authentication Hosts

First Awthentication Host;

Second Authentication Host:
Authentication Part;

Accounting

[ Enable Accounting

=

RADIUS Canfiquration

Fetry:

|N|:une j I—
1812
| =l
| =l
Timeout: 10

2

Select the RADIUS host you have just added, from the drop down box on
“First Authentication Host”. Add the “secret” that has been set on the
RADIUS. Set the Authentication Port according to the RADIUS settings. If
there is an accounting server then check the “Enable Accounting” box and fill
in the details as per the Accounting Host. Change the RADIUS Configuration
“Retry” settings from 5 to 2 and “Timeout” settings from 3 to 10.

= Session 1 (Server 194.32.84.8 - 5D52)

1) server Info ~ ;
=|-+.%% Configuration Line 1
Server Configuration
=25 Line Configuration
(2 Lines Lire Marne:
[ Madems !
5 : -
+ User Configuration BrvIEe lclieie
+ Metwork Configuration DS Port; 100M
+ Time Configuration )
+ Adrminiskration Teminal Type: Dumb hd
istics :
4, Ethernet Interface Hardware Settings
W P Sernial Interface: Ela-232 = :‘
ICMP
s
" LDP Spesd: 5600 -
L}
il TP Bits: ] -
il User
|, Metstat Parity: Mone - Manitor DSR: of - -
L}
i, Route Stop Bits: m M anitor DCD: o -
i, PPP Interface
i, SLIP Interface Flows Contral: Horne -
i, Line
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For console management, the port should be set for a reverse connection, in
this instance the “Service” is set to “Rev Telnet”. The "DS Port” is set to
10001- all other settings are unchanged. Confirm the device you are
connecting to but these settings are correct for most devices.

Click on the “Advanced...” tab.

Line 1 Advanced Settings

Line Settings

Pages: 5 - Flanir: On -
Ilzer: Flowout: On -

Reverse Session On Reset: o -
Security:
Dial ot Keep Alive: o -

Diial Tirneaut; 4 MOTD: afF -

Dial Retry: Lock: ofF -

]
2
Idle Timer:
bd odenn: -
I—

Seszion Timer:

1]
Phore: 1]
Iritial M ode: CL - Hatkey Prefis: 1
Ereak: Im Multisessions: litl

In here, set the "Reverse Session Security” from “off” to “on” then click
\\OKII.

DeviceManager - Session 1 (Server 194.32.84.8 - 5D52)

B NEEES iew  window  Help
i Save Configuration to File kr+3

Get Configuration 4
! Dovnload CDnﬁguratiDn to Lt ;

Dovenload Configuration ko Multiple Units

Download Firmware to Unit

Set Unit Date) Time e Line

Reboot Server L Ii

Reset to Factory Defaulks }

Reset SecurID Mode Secret Few Telnet -

Kill Lire: 10001

Kevs and Certificates.. . Fone: m

Custom Fies  [HPe L he
Qpkions, .. Settings

From the main tool bar menu, select “Tools” then “Download Configuration to
Unit”. This will send the config to the unit but it wont become active in the
unit till the unit has been rebooted. Again go to “Tools” and select “Reboot
Server”. This will disconnect you from the unit and once the unit comes up,
this config will be live in the unit.
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To set up Radius on SecurEnvoy SecurAccess
Launch local Security Server Administration - Select Radius
Enter NAS IP address; this will be the IP address of the Perle IOLAN SDS

device server.

Enter “Radius Shared Secret” this must match what was entered within the
Perle SDS config. Click “Send”.

securenvo E

Q Radius ‘;ﬁ Local Users % Log Viewear x Logout

NAS IP Address

[19432.848

Formati e, s s, M0

Manage Shared Secret ['Shared Secret'

Attributes - see radius.dct or (vendorname).dct

Delete

Number (YenderID

|Tvpe

Yalue

||Number j ||

Send +

Demonstrating the login using Hyper Terminal to a Microsoft
Windows 2000 server serial port.

# Secure Envoy - HyperTerminal

File Edit WYiew Call Transfer Help

Connect To

- 2 Secure Envoy

Enter details for the host that you want to call

Host address:  |194.32.84.8 |

Port number: | 10001] |

Connect using: | TCPAP Mwinsack) v |

[ Ok ” Cancel ]

This is a set up for which we used Hyper Terminal to connect to a Windows
2000 Server. In the connection properties, we selected a TCP/IP connection.

www.securenvoy.com

Copyright and confidential SecurEnvoy



Secur: envoj‘r%

This enabled us to be able to set the IP address of the Device Server and the
Port number that the Windows Server was connected to.

“& Secure Envoy - HyperTerminal

File Edit ‘iew Call Transfer Help

Login: marks
Password:
login complete.....

We were prompted for a login. As the RADIUS configuration passed all
Authentications to the SecurEnvoy security server, the login name is the user
name that is configured within Microsoft Active Directory (shown here as
“marks”) and as Secure Envoy is the True Authentication method, the
Password is the pin code set in SecurEnvoy, followed by the Passcode that
had been sent via SMS to the users mobile phone. The “login complete....”
was actually a message that was sent from the Windows Server, this was for
demonstration purposes only.

This integration guide used Hyper Terminal; we also tested with Windows
Telnet successfully. Any telnet package should work and the connection can
be to any device with a console port, i.e. UNIX, Linux, SUN, PABX’s, routers
etc with all the security being handled from one central and trusted point.
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