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Windows 2003 Server with Routing and Remote Access service
Integration Guide

This document describes how to integrate a Windows 2003 Server with Routing and
remote Access service installed with SecurEnvoy two-factor Authentication solution
called ‘SecurAccess’.

Microsoft Windows 2003 Routing and Remote Access provides - Secure Remote
Access to the internal corporate network.

SecurAccess provides two-factor, strong authentication for remote Access solutions
(such as Microsoft), without the complication of deploying hardware tokens or
smartcards.

Two-Factor authentication is provided by the use of (your PIN and your Phone to
receive the one time passcode)

SecurAccess is designed as an easy to deploy and use technology. It integrates
directly into Microsoft’s Active Directory and negates the need for additional User
Security databases. SecurAccess consists of two core elements: a Radius Server and
Authentication server. The Authentication server is directly integrated with LDAP or
Active Directory in real time.

SecurEnvoy Security Server can be configured in such a way that it can use the
existing Microsoft password. Utilising the Windows password as the PIN, allows the
User to enter their UserID, Windows password and One Time Passcode received
upon their mobile phone. This authentication request is passed via the Radius
protocol to the SecurEnvoy Radius server where it carries out a Two-Factor
authentication. It provides a seemless login into the Windows Server environment by
entering three pieces of information. SecurEnvoy utilises a web GUI for configuration,
whereas the Microsoft Windows Server environment uses a GUI application. All notes
within this integration guide refer to this type of approach.

The equipment used for the integration process is listed below:

Microsoft Server

Any compatible Server to support Windows 2003 server.

See (http://www.microsoft.com/windowsserver2003/evaluation/sysregs/default.mspx) for
more information.

In this integration guide all tests were completed with Microsoft Windows 2003 server (SP1)

Microsoft Client

In this integration guide all tests were completed with Microsoft Windows XP (SP2)
SecurEnvoy

Windows 2003 server SP1

IIS installed with SSL certificate (required for management and remote administration)
Active Directory installed or connection to Active Directory via LDAP protocol.

SecurAccess software release v3.0.010
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1.0 Pre Requisites

It is assumed that Routing and Remote access service has been installed upon the relevant
server(s).

Securenvoy Security Server has been installed with the Radius service and has a suitable
account that has read and write privileges to the Active Directory, if firewalls are between the
SecurEnvoy Security server, Active Directory servers, and the Routing and Remote Access
server(s), additional open ports will be required.

NOTE: Add radius profiles for Windows server with the Routing and Remote access server(s)
that requires Two-Factor Authentication.

1.1 Configuration of Routing and Remote Access - RRAS

Windows 2003 server SP1 - IPSec VPN

1. Install Routing and remote access service if not already installed

2. Launch Routing and remote access MMC, select server and click “configure and enable
Routing and remote access”

3. Follow wizard and setup for VPN access, set up for IPSec VPN. Start RRAS service

4, Select the server within RRAS MMC, go to properties

5. Select Security, select Radius for Authentication provider, select configure. Populate with
Radius information. Timeout should at least be 10 seconds.

6. Select Authentication methods, deselect all, and only enable PAP protocol.

7. Restart RRAS service.

Client Windows XP SP2

1. Create new network connection wizard, select VPN

2. Go to properties, select Security tab, select Advanced, and go to settings.

3. Change Data encryption to “Optional encryption”, and only select PAP for protocols.
4. Enter Pre shared key for IPSec settings.
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2.0 Configuration of SecurEnvoy

To help facilitate an easy to use environment, SecurEnvoy can utilise the existing Microsoft
password as the PIN. This allows the users to only remember their Domain password.
SecurEnvoy supplies the second factor of authentication, which is the dynamic one time
passcode (OTP) which is sent to the user’s mobile phone.

Launch the SecurEnvoy admin interface, by executing the Local Security Server
Administration link on the SecurEnvoy Security Server.

Click “Config”
Select Windows — Microsoft Password is the PIN under PIN Management
This will now use the users existing password as the PIN.

Click “"Update” to confirm the changes

<z} SecurEnvoy - Administration - Microsoft Internet Explorer

File Edit Wiew Favorites Tools Help
@Back Ll [ |ﬂ @ : | ,':'Search ' Favorites ‘?l| q= g =] @
address [&] hitps://secauth.securenvoy.com/secadmin

SecurEnvof%
'x Config @ Radius Q{? Recipients ‘% Local Users % Log Yiewer x Logout

Pin Management Day Code
Windows Microsoft Password s the pin Start Day o[Fridey =]
Pin Length : [4=] Start Time :[16 2]
O SecurErwoy  Min Upper Case Characters : [12] Days ToMext Run i |

Min Lower Case Characters |1 'I

SecurPassword Admin GUI
Windows Password Changes Pushed To Users @ T SecurMall Recipients : T
SecurAccess Radius . T
Password Auto Off-Lire : T
One Time Passcodes | W
License Lpgrade
Mew License:
Update
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Click the “Radius” Button

Enter IP address and Shared secret for each Server that has Routing and Remote Access
installed and wishes to use SecurEnvoy Two-Factor authentication.

SecurEnvo ‘%
'x Canfig ) Radius Ql? Recipients ‘g Local Users % Log Yiewer x Logout

getwurk Access NAS IP Address |1D.D.1D.1 Format(xs, kum, K. X300
erver

r100.10.1 Manage Shared Secret [gwery1234

r10.0.10.14

r10.0.10.200 Authenticate Passcode Only (Pin Not Required) ™

Attributes - See radius.dct or (vendorname).dct

Delete Mumber |YenderID Type Yalue

| | |Number j |

Delete selected +

Lpdate + Hew +

Copyright . SecurEnvoy, Patent pending EP1 powered by SecurEnvoy -QZ

Click “Update” to confirm settings.

Click “Logout” when finished. This will log out of the Administrative session.

3.0 Test Logon
Connect InfoSec YPH

Enter the UserID in the
Username field

Enter password and passcode in
the password field.

E.g. P4sswOrd678123

zer name: ‘ uzer] |

Pazaword: | |

[] Save thiz user name and pazaword for the fallowing users:

sho uzes thiz computer

[_ LConnect ][ Cancel ][ Froperties ][ Help ]
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