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The equipment used as the time of writing this integration guide is listed below:
Aventail

Aventail SSL VPN appliance
Software Revision Version 8.8.1

Microsoft

Windows 2003 server

I1S installed with SSL certificate

Access to Active Directory with an Administrator Account

SecurEnvoy

SecurAccess software release v4.1
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1. Setting up SecurEnvoy

Install the SecurEnvoy server

Use the default setting of Windows Password is the PIN in the GUI Config Menu
Step 1 Setup SecurEnvoy / Radius client

Step 2 Start the SecurEnvoy GUI and select the menu Radius

Step 3 Enter the IP Address of the Aventail SSL system

Step 4 Select the “Authenticate Passcode Only” check box
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2. Setting up Aventail

Create the Authentication Servers

Step 1.1
Logon to console with administrator account

Select Authentication Servers

Create a new authentication server, select “new”

3 Aventail Management Console - Mozilla Firefox

File Edit ‘“iew Higtory Bookmarks Tools  Help

(\{Z ) T @,;‘;J ﬁ ﬁ https:,l’;‘l?Z.ZDiD.112:8443,!’console,l’manageAuthModuIes.do

’ Getting Started L“| Latest Headlines

ﬂ Aventail Management Console (5] -

~

Aventail £ Management Console

Security Administration ™ Pending changes
Access Control
Resources 2
Users & Groups Authentication Servers
User Access
Realms
Aventail WorkPlace = e
Agent Canfiguration |j";1 Authentication servers
End Point Control -
System Configuration Authentication servers are referenced by a realm, Mew..,
General Settings
Metwork Settings Acitve Directory Edit | Delete
5L Settings Type: Active Directory
Authentication Servers .
: Credentials: Usernarme/Password
Services
Maintenance Uses 35L Mo
?Dpitogit“tg SecureEnvoy Edit | Delete
wstem Status :
Active Users TRe; RHBILS
Lagging Credentials: Token/SecurlD
Troubleshoating Uses S5L: MiA

@ Other servers

RADIUS Accounting Edit
Sends accounting information to a RADIUS server For billing purposes.

Enabled: Mo

Prirnary: M/

Secondary: MAA

Shy ACZIWO0000000
“erzion: 8.8,1-191
@ 1996-2007 Aventail Corporation

Done 172.20,10,112:8443 &
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Step 1.2

Select “Radius” and “Token/SecurID"”, then select “Continue”

Aventail Management Console - Mozilla Firefox
File  Edit Wiew History Bookmarks Tools  Help

. Lﬂ ﬁ ﬁ https://172.20.10.112:844 3 /console/confighuthModule. da

# Getting Started L“' Latest Headlines

& Aventail Management Console (5] -

Aventail Management Console

Security Administration gﬁ Multiple adrministrators
Access Control

Resources

Users & Groups New Authentication Server Authentication Servers = Mew Authentication Server
User Access

Realms

Avventail WorkPlace Choose the protocol used to access your user store, and specify how users will
Agent Configuration authenticate, Click Continue to configure the authentication server,

End Paoint Contral

System Configuration User store

General Settings Choose the directory type or authentication method:

Mebwork Settings

55L Settings Authentication directory

Auth.entlcatlon Servers O LDap

Services X X

Maintenance ) Microsoft Active Directory

Monitoring © raDLUS

Syskem Status O Public key infrastructure {PKI)

Active Users

Logging single sign-on server

Troubleshooting

Sign-on ta SiteMinder or ClearTrust is

CA eTrust SiteMind
o elrustisitemindar, supported only From a Web browser,

) RSA ClearTrust

Local user storage

The local user store is not intended for

) Local users - : :
use in a production environment,

Credential type
Specify how users will authenticate:
Digital certificate
{5 Token/SecurlD

) Username/Password

Conkinug. .. Cancel

Sh: ACZINO0000000
Yetsion: 2.8,1-191
@1 1996-2007 Aventail Corporation

Done 172.20,10,112:8443 &
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Step 1.3 Enter SecurEnvoy Radius Server details

The “Name:" field is used for Aventail internal reference only.
The shared secret entered must be the same as set later in this document.

=10l x|

3 Aventail AMC - Microsoft Internet Explorer

Eile Edit Yiew Favorites Tools Help ﬁ

GBack + = - () ) | @y search (G Favorites 0 Media ®| B St a

Address I@ https:jf172.16.1.250: 844 3/consolefconfigAuthiModule. do

x| @eo |unks >

Aventail 2 ASAP" Management Console i op (&) Logout PN
Security Administration & Mulkiple administratars ™= Pending changes
fccess Control
Resources
Lsers & Groups Configure Authentication Server Mew Authentication Server > Configure Authentication Server
ST l:or_lﬁguration Configure authentication settings for a RADIUS server,

Metwork Settings

S5L Settings Credential type: Token/SecurID
Authentication Realms Marne:*

General Setkings |SecurEnvoy

Services

Maintenance

Monitoring

System Status General

Active Users

ey Prirnary RADIUS server:™®

Troubleshooking

IP Address of SecurEnvoy Server

User Access
Communities
ASAP WorkPlace
Ayvental Onbemand shared secret: *

End Paint Conkral I_********l

Match RADIUS groups b
|N0ne ;I

Secondary RADIUS server:

Retry interval:

|5 seconds

Advanced ~

Save I Cancel

ersion 85,1055
& 1996-2005 Anwentail Corporation

[&] Dore [ |5 4 mternet

w
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Step 1.4
Change the end users logon prompt.

Select Advanced with the down arrow and select “suppress RADIUS success
message”, then select “Customize authentication server prompts” and change
the “proof” field to read “Enter SMS Passcode:”

) Aventail Management Console - Mozilla Firefox

File  Edit Wiew History Bookmarks Tools  Help

"\‘: - . @,;;J ﬁ ﬁ https://172.20.10.112:844 3 /console/confighuthModule. da

# Getting Started L“' Latest Headlines

ﬂ Aventail Management Console (5]

ol

. Advanced

An integer, usually 1 For Login or & Far
Authenticate Oy,
Determines whether the appliance

Suppress RADIUS success message displays the login confirmation message
{as configured on the RADIUS server) to
the end user.

Service type: 1

RADIUS identifier —

Specify how the appliance identifies to the RADIUS server {specifying both attributes is
allowed but not typically necessary). If both fields are left blank, the appliance sends its

haost name.

MAS-Identifier  NAS-IP-Address

Custom prompts -

Use this area to change the prompts and other text on the login page.

Customize authentication server prompts

Title:
| log in:

Message: S S

|Log in here ko establish a secure connection ko your network resources,

Identity: ;Elsername: 1 Proof: gLeave this blank:

Locale encoding —
Change this setting to control the encoding scheme used by your RADIUS server,

@ selected: -. QO oOther:
[ Unicade (UTF-8) >

SN: ACZIG0000000 Save

“ersion: 8.8,1-191
€ 1996-2007 Aventail Corporation =
%

172.20,10,112:8443 &

Done

Select Save

Step 1.5
Create AD authentication server
Select "New” and then select “Microsoft Active Directory”
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Step 1.6

Enter the IP address or FQDN of the primary and optionally a secondary AD
server, the AD Domain name and username and password of an account with
read privileges to all objects in the directory (the only account by default with
these privileges is Administrator)

Select “Save”

3 Aventail Management Console - Mozilla Firefox

File  Edit Wiew History Bookmarks Tools  Help

ﬁ | B https:{172.20.10.112:8443consolefconfigAuthMadule. do

’ Getting Starked L“' Latest Headlines

ﬁ Aventail Management Console G =

Aventail £ Management Console 2 N

Security Administration
Access Control

S Configure Authentication Server Authentication Servers = Configure Authentication Server
Users & Groups

User Access Configure authentication settings for Microsoft Active Directory server. This configuration

Realms is suitable for most AD installs; for advanced configuration options, access it using LDAP

Aventail WorkPlace instead.

Agent Configuration

End Point Control Credential type: Username/Password

Systemn Configuration Marne:* |

General Settings |kest |

Mebwork Settings

S5L Settings

Authentication Servers " G I

Services Eneta

IMaintenance

[Hanitonng Primary domain controller: * :

Sys.tem Status | | Test Connection Erter an FQDM or IP address For the A0
Active Users domain contraller

Logaging . s

Travbleshooting secondary domain controller:

[ il Test Connection

To specify a particular AD domain ko use
! as a search base, enter its FQDM {e.g.,
| | local,example. com),

Type the Windows domain login
username {such as jdos or

Active Directory dornain name:

Login name:
q | jdoe@example. com),
f_a_ssword: 1 Enter the password For the login name
L above,
Username attribute:* )
|sAMACCoUntharne |
Group lookup -
v i aves time by caching attribute group
[¥] Cache group checking 5 e by fiing attribut

o Py andjar static group search results,
Cache lifetime:  [1800 | secs

-

Done 172.20,10,112:8443 f=y
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Step 2 Create an authentication Realm, Select “"Realms”, then select "“New”

3 Aventail Management Console - Mozilla Firefox

File  Edit Wiew History Bookmarks Tools  Help
@ - C‘) - @*J ﬁ ﬂ https:/[172.20.10.112:8443/console/manageRealms. do ‘_‘" B | ' C
’ Getting Starked LL,' Latest Headlines

ﬂ Aventail Management Console G =

Aventail # Management Console @i @ o @ g

Security Administration

Access Control | Realms l
Resources
Users & Groups

A realm references an authentication server and determines which access agents are

User Access P : e =
pravisioned to your users and what end point contral restrictions are imposed.

Realms
Aventail WorkPlace - -
Agent: Configuration Default realm: | SecursEnvoy test ¥

End Point Control

= T -
System Configuration | ':"]:NE;W ‘ ¥ Delete | Copyl

General Settings Enabled Name Authentication server Description

Metwork Settings T T I SecureEnvo T - . =i
551 Settings [0 = - r‘{- test, testing SecureEnvoy
Authentication Servers | = |

Services
IMaintenance

Monitoring
Syskem Status
Active Users
Logging
Troubleshooting

Shy ACZIWO0000000
“erzion: 8.8,1-191
© 1936-2007 Aventail Corporation

v

-

Done 172.20,10,112:8443 f=y

Type a name for the realm. Your users will select a realm name when logging in,
so specify a realm name that clearly describes the user community.

Authentication Server: select the Active Directory server
Select “"Advanced” to open the advanced configuration options,

Secondary authentication server: select SecureEnvoy
Select the “combine authentication prompts on one screen” check box

If is also recommended that communities are setup as per Aventail’s
documentation.
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Aventail Management Console - Mozilla Firefox

File Edit ‘“iew History Bookmarks Tools  Help
a_ o e o T
({J - - @J g |ﬁ https:{/172.20.10.112:8443{consolefconfigRealms. do?id=AY 1 1836193476064k | 7 | B | | I +,
’ Getting Started ,' Latest Headlines
& Aventail Management Console (5] =
l'il:;;gccess General | Cormmunities b
Aventail WorkPlace
Agent Configuration Configure the general settings for the realm.
End Point Control
) Mame:* Description: ‘tour users will select or bype the realm
System Configuration iSecureEnvoy test | [ | Name during login. Choose a name that
GEHEFaLSEttIHQS clearly describes the user commurity,
Metwork Settings .
so o Status: (%) Enabled (O Disabled
Authentication Servers 7| Display this realm Hiding a realm remaves its name from the
Sepvices ey list on the login page, and requires the
Maintenance Authentication : — user to bype the realm name,
server: | Acitve Directory hall [ Mew ]
Monitoring
Syskem Status
ACtN.e fais Enable RADIUS accounting
Logging
Troubleshooting
Advanced v ]
Chained authentication
Far increased security, you can require users to provide mare than one set of credentials
in order to authenticate.
Secondary authentication server: ! SecureEnvoy £ |[ Mew ]
| I SO S . The audit logs and RADIUS accounting logs
will contain the username from this server,
[] Forward credentials fram this server These credentials will be Farwarded For
single sign-on.
Combine authentication prompts on one screen Combines both authentication prompks on
one screen, i possible,
[0 customize authentication server prompts
| g in: -|
Message:
|Log in here to establish a secure connection to your network.
resources,
Identity: U Ername:
w
Done 172.20.10.112:8443 Q

Step 3 Apply pending changes



