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Array Networks SPX Integration Guide

This document describes how to integrate an Array Networks SPX SSL/VPN appliance
with SecurEnvoy two-factor Authentication solution called ‘SecurAccess’.

Array Networks SPX SSL/VPN appliance provides Secure Remote Access to the
internal corporate network for all Client/Server applications.

SecurAccess provides two-factor, strong authentication for remote Access solutions
(such as Array SSL/VPN), without the complication of deploying hardware tokens or
smartcards.

Two-Factor authentication is provided by the use of your PIN and your Phone to
receive the one time passcode.

SecurAccess is designed as an easy to deploy and use technology. It integrates
directly into Microsoft’s Active Directory and negates the need for additional User
Security databases. SecurAccess consists of two core elements: a Radius Server and
Authentication server. The Authentication server is directly integrated with LDAP or
Active Directory in real time. As SecurEnvoy can integrates well with the Active
Directory the PIN can be the user’s Microsoft password.

The equipment used for the integration process is listed below:

Array Networks

Array Network SPX SSL/VPN appliance

Software release version 7.3.3

SecurEnvoy

Windows 2003 server SP1

IIS installed with SSL certificate (required for management and remote administration)
Active Directory installed or connection to Active Directory via LDAP protocol.

SecurAccess software release v2.9 0011
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1.0 Pre Requisites

Assumptions:

a) Basic SPX system configuration has already been performed i.e. networking, name
resolution etc.

b) The SecurEnvoy server component and Microsoft Active Directory have already been
configured.

¢) Authorisation [through LDAP group mapping] to Active Directory will be performed, using
standard AD/LDAP configuration parameters.

2.0 Configuration Overview-Array Networks SPX appliance

2.1 Create the virtual site (portal) for which SecurEnvoy authentication will be used. Go to
the WebUI ‘Virtual Sites’ branch in the left hand navigation tree and in the right hand config
window enter the details for the new virtual site then click the ‘Add’ button.

If an existing virtual site is being used, the steps for creating the virtual site and SSL
configuration can skipped - go to step 2.6.

Notes:
a) Global config privilege is required to create the virtual site, and you need to be in CONFIG
mode as shown in the top right of the screen shot.

b) The Site FQDN maybe the same as the sites IP Address. If using a FQDN then the client
must be able to resolve it through DNS to the sites IP Address.

¢) The site IP Address cannot be the same as an assigned physical interface IP address, but
must be on the same subnet.

As:myNeIworks- Global Mode: [conris - |

The Application Networking Campany  \/jrtu1al Sites

User: array

Save Config ?

ShGaneral Setings CREATE A NEW VIRTUAL STTE
- Global Resources
TG O site Name Site FQDN 1P Address Port  Type

Compression [EecurEnvoyPortal  [securenvoy.corp.com | [200.100.10.1 Jaaz | [Exclusive =] Add
E-Clustering
*-Logging
E-admin Tools
Flight Deck

STATISTICS

Global aggregates
Statistics Last Cleared Ho reset since start
Active sessions
Maxinun Active sessions 1
Successiul logins 28
i logins 21

Rej d logins 16 Ciea
User locked out 0

Login errors 5

Logouts

Bytes inbound 102751338

Bytes outhound 111688112
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2.2 You will notice that under Virtual Sites in the navigation tree a new branch has been
created for the virtual site. Create an SSL Certificate Signing Request (CSR) by clicking on the
new virtual site and then navigating the tree to SSL->CSR/Key. In the CSR form complete the
relevant site details.

When you click the ‘Apply’ button, the PEM format CSR will be created. You can copy this text
and forward it to your Certificate Authority for signing and then import the signed certificate
under the SSL->Import Cert/Key branch.

Notes:
a) The SPX will automatically create a self signed certificate for testing purposes. Do not use
this in a production environment.

b) The 2 character country code identifier for United Kingdom is GB, not UK. Some browsers
may not display content correctly if UK is entered in the SSL CSR.

Aa:rx:—xyNelwerks - Site Mode: [conrie o
he i vk compeny S Seetting's e
User: array e .

|»

- General Settings Hostname: securenvoy.corp.com  IP Address: 200.200.10.1 Port: 443

- Global Resources Site Name: SecurEnvoyPorial SSL Name: secuwenvoy.corp.com  Virtual Database:  (none)

Brvi :
Nittuat Stee GENERATE & NEW CSR/KEY

& SecurEnwoyPortal (exdusive)

C by (2 lette de): |GB
B Name Resolution ountry (2 letter oade)

Bl 55L Settings State/Province: Berkshire
CSR/Key City/Locality: Reading
= rt Cert/K
mRor:Cenhoy Organization: SecurEnvoy
= Advanced

& portal Organizational Unit: Sales
H asn Administrator Ernail: lm

*-File Sharing

Private Key Exportable: No @ ves O
TCP Applications ¥ EsR ° es

Thin Client Suppart Password: [
i Canfirm Password: |
= Email Proxy

Apply

Client Security

application Filkering
~ URL Policies

URL Filtering

|

2.3 Enable SSL by navigating back to the SSL Settings branch, tick the ‘Enable SSL’ checkbox
then click the respective ‘Set’ button.

Tip: wherever applicable in the WebUI, remember to click the appropriate 'Set’ or 'Apply’
button, else changes will be lost when changing context.

Aa:rtz:}cNetworks- . Site Mode: [conric -]
The Application Networking Company SSL Setti ngs e ——

User: array . 3
#-General Settings = Hostname: securenvoy.corp.com 1P Address: 200.200.10.1 Port: 443 =
- Global Resources Site Name:  SecurEnvoyPortal SSL Name:  securenvoy.corp.com  Virtual Database:  (mone)

E-¥irtual Sites SSL SETTINGS

E-SecurEnvoyPortal (exclusive)

& Name Resolution Enable 55 7 ey
L S view Certificate: View
- CSR{Key : B a —

view Intermediate CA Certificate: View
Import Cert/key
wiew Trusted Root CA Certificate View
Advanced
= portal Remove Intermadiate CA Certificate [All = Clear
B AAA
L Remave Trusted Root CA Certificate |All = Clear
¥ File Sharing
TCP applications STATISTICS
~Thin Client Support
e 38L Stacisties for "securenvoy.corp.com!

Statistics Last Cleared : No reset since start
Email Proxy Open Connections & o
Lecepted Connections
Requested Connections
Resumed Sessions

URL Policies Resurable Sessions
URL Filtering Session Misses

Client Security

= Application Filtering -

ooooo

Clear
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2.4 Customise the portal page by navigating to the Portal branch and enter details for
Standard Portal Page Settings and Web Links (these are the Web App links users will see
after logging into the virtual site).

Notes:
1. The Web Links URL must be in the format '<scheme>.//<host>/<content path>"where:

<scheme> = http or httos

<host> = web server IP address or host name (if host name then the SPX must be able to
resolve it)

<content path> = optional path to content i.e. for MS Exchange running OWA it will be
/exchange

2. A custom logo can be imported for display at the top of the Login/Portal page instead of
the standard Array Networks logo using the 'Custom Logo’ setting at the bottom of the config
page. This requires the logo .GIF or .JPG image file be retrieved from an external server using
the format 'http/fip.//<host>/<file path>/<file name>".

Site Made: | conFis -

The Appcekion Nebnrng Campamny Portal e
Save Config ?
User: array
El General Settings = Hostname: securenvoy.corp.com P Address: 200.200.10.1 Port: 443 =

# Global Resources
B yirtual Sites

Site Name: SecurEnvoyFortal SSL Name: sscursnvoy.corp.comn Wirtual Database:  (hone)

CUSTOM PORTAL WELCOME PAGE

E-SecurEnvoyPortal (exclusive)
Use Custom Page: [
Mame Resolution

SSL Settings URL: [ -
“Portal
- Adwanced STANDARD PORTAL PAGE SETTINGS
AAA Title: |SecurEn\rUV Test Portal
File Sharing

Welcome Message: IWE\EUI‘HE ‘<IJSER>' to the SecurEnvoy test portal
~TCP applications

Thin Client Support SHow IRl Bat =
WPN
~Email Proxy WEBLINGS
- Client Security URL |
Application Filtering D inti b
escription
URL Policies i I Add
~“URL Filtering URL Description
Advanced b http://192.168.1.1/ Intranet Server
Admin Tools

USER PASSWORD PAGE

Tnm mmmmmmmmmm A b aean Daan —
0l

ol

2.5 If so desired, custom login page text can be added. Navigate to the Portal->Advanced
branch then in the right hand config window navigate to the Login Page configuration area.

'Fﬂ}'NeTW@FkS' Site Mode: [ConFiG <
The Aopheation Neterions company | Adlvanced Portal =
Save Config ?
User: array
"= Virtual Sites = E
Hostname: secwenvoy.corp.comr 1P Address:  200.100.10.1 Port: 443 |
ArrayUk (exclusive) N .
Site Name:  SecurEnvoylortal SSL Name: securenvoy.corp.corn  Virtual Database:  (rone)
B Swivel (exclusive)
F SacurEnvay (exdusive) HORINES DR
B SecurEnvoyPortal (exclusive) & HTML WML Set
f-Mame Resolution
*-SSL Settings PORTAL LANGUAGE
-Portal i T 5o
2 anguage englis - el
© Advanced
5
- mas
. ENCODING CONVERSION
B authentication
|~ Artive Direckary HTML ta Binary: [ Sl
LDAP
RADIUS NAVIGATION s
- Client Certificats Show Mavigation tool; # Show URL Bar: [ Set
Authorization
I Accounting LOGIN PAGE
# Group Mapping &
LocalDB * Use Standard Login Page
“-File Sharing Login Message: [Please enter your MS password and 6 digit coc
TCP applications ' Use Custom Login Page
“Thin Client Support URL. | Se
WPN
i = Username POST Argument: |umarﬂe Clear =
S |
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2.6 Configure the AAA method to be Radius Authentication and LDAP Authorisation.
Navigate to the AAA branch and in the config window for Rank 1 Authentication select Radius
then in Authorization select LDAP.

A?WNETW@F[G' Site Mode: | conFic
The Application Netwarking Company AAA —
Save Config 2
User: array
T Virtual Sites -] -
: i 1 Hostname: securenvoy.corp.com 1P Address: 200.100.10.1 Port: 443 =
SEUEVOY (erdUsive) Site Name: SecurEnvoyfortal SSL Name: securenvoy.corp.com  Virtual Database:  {rone)
= SecurEnvoyPortal (exclusive)
f-Mame Resolution (L1
£ SSL Settings Enable Aaa v
e Roral Use two fields for SecurlD credentials: i
= Advanced
; Use default local group as fallback far LocalDB authorization: [
Authentication A8 Ranking:
suthorization Authentication Authorization
- Accounting Rank 1: [Radius = [Loap =l
+ Group Mapping Rank 2: - 2
LocalDe Rank 3: - -
*-Fila Sharing
Rank 4: = i Set
TCP Applications
e e * Wote: If Authorization method Is not specified, Authentication servers will be used for Authorization
PN ** Note: When "Authorize " is selected as the authentication method, the SP will authorize all users using
the configured default group. No login screen will be presented,
Email Proxy |
Client Security USER LOCKOUT
Application Filtering
L N, s Add
“URL Paolicies S =
=l Locked Out Users: Delete =l

2.7 Configure the Radius authentication server parameters. Navigate to the AAA-
>Authentication->RADIUS branch and add details relating to the SecurEnvoy radius server
instance as provided by the SecurEnvoy administrator. Up to 3 Radius instances can be
added.

Note:

At this point, if the requirement is only for Authentication with no Authorisation, the
configuration is complete and the configuration can be saved/tested. If the retry is set to
Zero (0) no Radlius authentication is attempted.

'-‘myNetwerkS' Site Mode: [conFic +

SRl RADIUS —_—
Save Config ?
User: array
= Virtual Sites |
Hostname: securerwoy.corp.com 1P Address:  200.100.10.2 Port: 442
EFSeeurEnvayPortal (exclusive) Site Name:  SecurEnvoylortal SSL Name: securenvoy.corp.com  Virtual Database:  (rone)

7-Mame Resolution

RADIUS
H-55L Settings
~-portal 15 192.168.1.77 Port 1812
“ Advanced Secret: |ssssssss Retries: ll— Add
LYY
: Timeout: 2
- authentication
{ Active Directory
LDAP e
RADIUS

- Client Certificate
Authorization

i Accounting

+ Group Mapping
LocalDB

*-File Sharing

TCP Applications
Thin Client Support

VPN
TCP Applications

=
S |

SecurEnvoy Note:

It is recommended that the retry is set to 1 and the timeout set to 10 seconds, if the timeout
Is too short there is a chance that the authentication reply has not responded before the
authentication request has timed out.
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2.8 Create a local database and associate it with the virtual site to be used in group mapping
for authorisation. Navigate to the Global Resource->LocalDB branch, enter a new Virtual
Database name (or select an existing virtual database), check the Associate tick box and
select the virtual site to associate it with.

Global Mode: | conFis -

LocalDB

User: array

_——
Save Config ?

#-General Settings
F- Global Resources

SecurEnvoy

=l CREATE A NEW VIRTUAL DATABASE

Associate with a Virtual Site: M

E-LacalDB virtual Database Mame: SecurEnvoyDe
o Limits S j0yPorta
#-Sp-DB Add

NFS Filesharing

" AAA SecurlD

S5L Backends
Serwice Management
B virtual Sites

( Delete

E-SecurEnvoyPortal (exclusive)

Name Resolution o
’jE'ESL Settings
Portal
2 ang
| & authentication
Bl Autharization
LD&P
RADIUS

=

2.9 Create a LocalDB group to be used in group mapping. Under the Global Resources-
>LocalDB branch, navigate to your new LocalDB->Groups branch and add a Group.

Note:
The LocalDB group can also be added in the virtual site once the database has been
associated with the virtual site under the virtual site AAA->LocalDB branch.

Global Mode: | conric ~

—_——
Save Config ?

Groups

User: array

¥ General Settings = Virtual Database: SecurEnvoyD8

' Global Resources

GROUPS
B LocalDe
- Limits Group Name |remoteUsers
E-SecurEnvoyDB NFS Group ID |

- Accounts

: Group Members

 Groups

 Client Networks

“ACLs Add
MFS Filesharing
~ ARA SecurlD
~55L Backends =

B Seryice Management
= Virtual Sites

= SecurEnvoyPortal (exclusive)
FName Resalution
SSL Settings
E-portal
551 Settings
E-portal




SecurEnvo ‘%

2.10 Configure the LDAP Authorisation server parameters. Navigate back to the virtual site
and then to the AAA->Authorization->LDAP branch. Add details for the Basic Configuration
parameters as provided by the LDAP/AD administrator. Up to 3 Authorization servers can be
configured.

Also, remember to enter the correct Search Filter under Additional configuration.

Note:

In terms of configuration the Base, User Name and Search Filter are the most common
entered incorrectly. If during testing login fails, some debugging may need to take place on
the LDAP/AD server to determine which is incorrectly configured.

A“Wf)’Ne'Wefkﬁ' LDAP Site Mode: [conric =]

The Application Networking Company

i ?
User: array e -
- General Settings = Hostname: securenvoy.corp.com 1P Address: 200.100.10.1 Port: 443
#-Global Resources Site Name: SecurfnvoyFortal SSL Name: sscurenvoy.corp.com  Yirtual Database:  SscurEnvoyDE

E-yi i
‘f"’t“"l Sites * Note: Use this page only If separate servers are used for LDAP Authentication and Autharization,

)
SecurEnwoyPortal (exclusive) BASIC CONFIGURATION

B Name Resolution
550 Sattings i [ioz1e8178 | Port: 389
5l portal User Name:  [cn=administrator, cn=  Password: [esssssses Add
e Base: [Fescurervordemsor] Timeout: ]
B suthentication
B Autharization Use ssL/ms: [
L LDap
©RADIUS
~ Accounting Detety
Group Mapping
soc(DB ADDITIONAL CONFIGURATION
*-File Sharing o
~TCP Applications Search Filter: |s&MAccounthame=<l Set Clear
Thin Client Support
WP
~ Email Proxy
=l Sl Is]

2.11 Create the LDAP to Local Group mapping. The SPX will perform a look up in the
LDAP/AD directory to see if the user attempting authentication is a member of a
corresponding LDAP/AD group. If they are then they will be mapped to a Local DB group to
which local ACLs (Access Control Lists) can be applied.

Navigate to the Authorization->Group mapping branch in the virtual site. The important
configuration fields are the LDAP Attribute Name, External Group name and Local Group
name to map to.

Note: If no Default Local Group is configured and the user does not belong to any configured
External Group(s) then authentication will fail.

AﬁmyNe'W@ka' a Site Mode: [conFis -]
User: ﬂ::::w'“h"" — oy P L PRIG Save Config o
B General Settings = Hostname: securenvoy.corp.com  IP Address: 200.100.10.1 Port; 243
# Global Resources Site Name: SecurEnvoyFortal SSL Name: sscurenvoy.corp.com  Wirtual Database:  SecurEnvoyDs
B yirtual Sites TS
E-SecurEnvoyPortal (exclusive) )
Name Resalution LDAP Attribute Narme: memeberof Set Clear
55L Settings RADIUS attibute 1D: [ Set Ciear
“Partal LocalDB Certificate Field: [ (e.g., "subject.ou”) Set Clear
gt
Authentication
MAPPING
= autharization
“LDAP External Group: lm
RADIUS Local Graup: [RemoteUsers =] Add
Accounting
“ Group Mapping
LocalDB Peiei
File Sharing i
TCP applications Default Local Group: [Remoteusers =] Set (" Ciear
~Thin Client Suppart
WRN
Email Proxy
Bl K] ]
]
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2.12 If LocalDB Group Authorisation ACLs are to be used, these can be configured under the
AAA->LocalDB->ACLs branch in the virtual site.

Site Mode: |conFic »

ACLs

NOTE: Save your configuration. You must save both the virtual site and global context

Authentication

7~ Group Mapping

*-File Sharing

“TCP Applications
Thin Client Support
WPN

~Email Proxy
~Client Security

Application Filtering =

configurations.

Yirtual Site | SecurEnvoyPortal =

Group Name |RemoteUsers =

E-Autharization IR ( add
H * Example: 0 2 le. AMD dernal/Site PERMIT
Loap 2
RADIUS
i GROUP ACLS
- AtCounting

E-LocalDe Priority [0
Actolibts Scheme [http -1
-G
rouns Host/IP [0.0.0.0
Client Networks
Path [/
ACLs

Virtual Site [SecurEnvoyPortal =

Type |PERMIT =

* Exarnple: 0 ple.

Group Name ACL

~ Add
AND demol/Site PERMIT

Rermatelsers 100 http:0.0.0.0/ AND SecurEnvoyPortal DENY

10 http:192.168.1.1/ AND SecurEnvoyPortal PERMIT

User: array -
= = |
B SecurEnvoyPortal (exclusive) Priority [0
B-Name Resolution Scheme [hitp -
BSSL Settings Host/IP [0.0.0.0
2
Partal Path [/
Erapa
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3.0 Array Network SPX configuration file

The following is an extract of the relevant configuration parameters from the CLI config file.
#Global Configuration

#virtual service configuration
virtual site host "SecurEnvoyPortal" "securenvoy.corp.com" 200.100.10.1 443 "exclusive"
virtual site session reuse on "SecurEnvoyPortal"

#ssl configuration
ssl host virtual "securenvoy.corp.com" "SecurEnvoyPortal"

#localdb virtual database configuration
localdb database "SecurEnvoyDB"
localdb associate "SecurEnvoyPortal" "SecurEnvoyDB"

#Virtual Site SecurEnvoyPortal Configuration

#Portal interface configuration

portal title "SecurEnvoy Test Portal"

portal message welcome "Welcome '<USER>' to the SecurEnvoy test login portal”

portal message login "Please enter your MS password and 6 digit code from Mobile phone"
no portal urlbar

portal navtool

portal language "english"

portal link "http://192.168.1.1/" "Intranet Server" 1

#aaa configuration

aaa on

aaa radius accounting off

aaa method radius 1 Idap

aaa radius host 192.168.1.77 1812 "XXXXXcXdlcnR5" 5 1

aaa ldap authorize host 192.168.1.78 389
"cn=administrator,cn=users,dc=securenvoy,dc=com" "XXXXXcDBzdGNvZGU="
"dc=securenvoy,dc=com" 5

aaa ldap authorize search filter "sAMAccountName=<USER>"
aaa ldap group "memberOf"

aaa localdb group default "Remoteusers"

aaa map group "Remoteusers" "Remoteusers"

#Filter settings

localdb group "Remoteusers”

localdb acl group "Remoteusers" "10 http:192.168.1.1/ AND SecurEnvoyPortal PERMIT"
localdb acl group "Remoteusers" "100 http:0.0.0.0/ AND SecurEnvoyPortal DENY"
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4.0 Configuration of SecurEnvoy Radius

To set up Radius on SecurEnvoy SecurAccess, launch local Security Server Administration
Select Radius

Enter NAS IP address
(This is the respective IP interface address of the Array Networks SPX appliance)

By default the Radius port is 1812 UDP
Enter “Radius Shared Secret”
Click Update to save configuration

SecurEnvofi%'
ﬁ' Config @ Radius ‘&‘ Local Users @Lﬂg Wiewer x Logout

Network Access NAS IP Address [ Format] s, ). oo )
Server

Manage Shared Secret |
Authenticate Passcode Only (Pin Not Required) ™

Attributes - See radius.dct or (vendorname).dct

| [
Dalake i\mmlmr YenderID |Typa !'cl'aillr
|

.l [Number =] |

Delete selecied +

Lpdate =

Hew +

Copyright , SecurEnvay, Patent pending EP138723% powered by SecurEnvoy -%’

Once the configuration is completed, all Radius settings are stored within a NAS file which
is located at:

C:\Program Files\SecurEnvoy\Security Server\Data\RADIUS\NAS
except for the port settings which are stored within the registry under:

HKLM\SOFTWARE\SecurEnvoy\Radius Server.
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5.0 Test Login

Test the login process by pointing your browser at the virtual site FQDN e.g.
https://securenvoy.corp.com (your client machine must be able to resolve the hostname to
the site IP Address).

You should be presented with a login page similar to the following. Enter your username in
the ‘Username’ field and your password+6 digit code into the ‘Password’ field then click the
'Sign In’ button.

ArrayNetworks:

! The Application Networking Company

Login

Please enter your M5 password and 6 digit code from Mobile phone

Username: Iandj,rk

Password: I--------------

=ign In |

You should now be presented with the home portal page showing any configured Web Links
as illustrated below.

ArrayNetworks:

! The Application Networking Company

SecurEnvoy Test Portal

Welcome 'andyk' to the SecurEnvoy test login portal

Weh Links:

Intranet Server
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6.0 Appendix




